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PACIIOPSKEHUE
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r. bosoroe

- O6 onpenenenuu yrpos 6e30NaCHOCTH IEPCOHANBHEIX JaHHEIX,
aKTyallbHBIX OpU 00paboTKe IEPCOHANBHEIX TaHHbLIX B
UH(OPMAITHOHHBIX CHCTeMaX HePCOHANBHEIX aHHBIX
AMUHACTpalH MyHHITUNAILHOTO 00pa30BaHisg
«bonorosckui patior» Trepckoit obacTu

B cootsercTBHE ¢ yacThio 5 ctareu 19 @enepansHoro 3akoua or 27.07.2006
Nel52-@3 «O repcoHaNbHBIX AaHHBIXY, ¢ UENIbI0 o0ecredeHns efUHOro MOIXona
K ONpPEIEeNEeHHI0 yrpe3 GEe30IacHOCTH NEPCOHANLHBIX JaHHEBIX, AKTYAILHBIX MPH
00paboTKe IIEPCOHANBHEIX JAHHBIX B HHOOPMALMOHHBIX CHCTEMAX MePCOHabHBIX
HAaHHBIX:

1. OnpenennTs yrpo3sl 630aCHOCTH MEPCOHANBHAIX JAHHEIX, aKTyalbHEIE
npu 06paboTKe IepCOHAJBHEIX JAHHBIX B HHOOPMAIMOHHEIX CHCTEMAX
MEPCOHANBHLIX MAaHHBIX B AIMUHHCTpAllMH MYHHIUIAIBGHOIO 00pasoBaHus
«bomnorosckui paitony» Trepckoit obmacTy (nipraaraercd).

2.0mpenenuTs yrpo3bl 0e30IacHOCTH MEPCOHATBPHBIX AaHHBIX, AKTYANBHbIE
mpy  o0paboTKe MEpCOHANBHBIX HaHHBIX B HWHOOPMAIMOHHBIX CHCTEMax
NEePCOHATBHBIX JaHHEBIX.

3. KouTpons 3a MCHONHEHMEM HACTOSINErO PACIOPSUKEHHS BO3IOKHTL HA
yupasisrowiero menamu  Anmunucrpaipn MO «bomoroeekui#t  paiton» H.B.
bLopoycosy.

4. PasMecTHTh HacTosllee PACHOpDieHHe Ha OQUIMAanbHOM calire MO
«bosnoropekuit pation» Trepckolt oGIaCTE

Ay
<
H.o.I'maser MO «bosoroBckuit paron

‘Tsepckoil obnactu I'.A. Jlomaka



[Mpunoxenue

K PACITOPSIIKEHHIO
AJIMUHHUCTPALIMH MO
«bomorosckuii  paHon»
TBepckoit obnacTtu

or B4 2018 Ne 28/ A~

Yrpo3sl
0€30IMacHOCTH NMePCOHATBHBIX JaHHbIX, aKTYalbHbIE IPU 00paboTke
[IEPCOHAIBHBIX JAHHBIX B MHPOPMALIHOHHBIX CHCTEMaX MepPCOHaNbHBIX AHHBIX B
AIMUHUCTpaLlUK MyHULUTIATHHOTO 00pazoanus «bomorosekuil paiion»
Trepckoii obnactu

[. Obume nonoxenus

1. ¥Yrpossl 0e30MacHOCTH TNEPCOHANBHBIX MAAHHBIX, aKTYalbHBIC IIPH
06paboTKe NepCOHaNBHBIX JaHHBIX B HH(POPMAIIMOHHRIX CUCTEMAX MMePCOHANBHEIX
JAHHBIX B AJMUHUCTpaUUd MyHULUNaIbHOTO obOpasoBanus «bonorosckuit
pation» TBepckoit obnacty (manee - AkTyansHbie yrposst Oesonacunoctu UCIT/IH),
OIIpeilesieHbl B COOTBETCTBMM C 4acThio 5 cTaThu 19 denepansHOro 3akoHa OT
27.07.2006 Ne [52-03 «(O nepcOHATBHBIX [JAaHHBIX», [TOCTAHOBJIEHHEM
[IpasuresnserBa  Pocculickod  @enepauun ot 01.11.2012 Ne 1119 «0O6
YTBEp)KAeHHU TpeOoBaHMU K 3aIlUTe TIEPCOHANBHBIX JaHHBIX IpH WX 00paboTke B
MHOOPMALIMOHHBIX CUCTEMaX IIePCOHANBHBIX JAHHBIX», OpuKkazoM PepepalibHoOH
cny0Bl 0 TEXHUYECKOMY M dKCTIOpTHOMY KoHTpoiro (namee - ®CTIOK Poccun)
ot 11.02.2013 Nel7 «O06 yreepxxaenun Tpebopanu#t o 3aimuTe MHQpOPMALIUH, HE
COCTaBISIIOIIEA TOCYIApCTBEHHYIO TalHy, COIEPXKAIlEHCs B TOCYAapPCTBEHHBIX
MHQOPMAUHOHHLIX cucTeMax», npukazom GCTIOK Poccum ot 18.02.2013 Ne 21
«O0 yreepxaerny CocTaBa u COACPIKAHHS OPTAHU3AIMOHHEIX U TEXHUHUECKHX MEp
rmo obecreuennio 0e30MacHOCTH NEePCOHANBLHBIX AAHHBIX MpU UX 00paboTke B
MH(QOPMALMOHHBIX CHUCTEeMaX ITePCOHANBHBIX MAHHEBIX», MpHUkazoMm DenepanbHOH
cnyx0p1 OeszornacHocTH Poccuiickot ®enepanun (manee - ®CBH Poccuu) ot
10.07.2014 No 378 «O6 yrrepxnenun CocTaBa M COAPKAHHS OPraHU3aIllMOHHBIX
1 TEXHUUECKHX Mep 1o obecredeHHio 0e301acHoCTH ePCOHaNbHBIX JAHHBIX NPH
ux o0OpaboTke B HH(MOPMALMOHHBIX CHCTeMax [epPCOHANBHBIX HOAHHBIX C
HCIOJB30BAHUEM  CPEJICTB  KpuUnTorpaduyeckodl  3aluThl  WH(OpMaLuH,
HeODXOAMMBIX [JIS BBIIONHEHUS YCTAaHOBIEHHBIX [IpaBHTENsCTBOM PoccHiickoit
Qenepanru TpeboBaHUN K 3alMTE TICPCOHANBHBIX MAHHBIX [UIS KaXKHOTO U3
YPOBHEH 3allMIUeHHOCTH», MeToauKkold omnpeledeHus aKTyalbHBIX —YTpo3
0e30MacHOCTH IMEPCOHAABHLIX NAaHHEIX MpH HX 00paborke B WH(OOPMAIMOHHEBIX
CHCTeMaxX IIePCOHANBHBIX NAHHBIX, YTBEPIK/ICHHONW 3aMeCTHTeNeM JHpeKTopa
OCTIK Poceun 14.02.2008, MeTtoguueckuMu PeKOMEHIALMAMHU O pa3paboTke
HOPMATHMBHBIX  [IPaBOBLIX aKTOB, OIPENEIsIOIINX YIPO3bl  O€30MacHOCTH
[IepPCOHANBHBIX JAHHBLIX, aKkTyajlbHbie Mpu 00paboTKe ITepCOHANBHBIX NAHHEIX B



HHPOPMAIIMOHHBIX CHUCTEMAaX IIePCOHANBHEIX MAaHHBIX, IKCIUIYATHPYEMbBIX IIPH
OCYIIECTBIAEHHMM COOTBETCTBYIOIINX BHAOB JESITEIBHOCTH, YTBEPKIEHHBIMHE
pyrkosonctBoM &-ro lLlentpa ®CB Poccum ot 31.03.2015 Neld9/7/2/6-432,
basoBoil MOJenbIO Yrpo3 Oe30MNacHOCTH IIePCOHANBHBIX JIAHHBIX IIPH  HX
obpaboTke B HHPOPMALMOHHEIX CHCTEMaX MePCOHANBHBIX JaHHBIX, YTBEPIKASHHOM
zaMmectuteinieM gupexktopa DCTIK  Poccmm  15.02.2008, PacnopspreHus
ITpasurenscrsa Trepckoit obnactu ot 24.08.2018 Ne 380-pn «O6 ompeneneHuu
yrpo3 0e30MacHOCTH MEepCOHANbHEIX JAaHHBIX, AaKTyalbHBIX IpH oO6paboTke
[IEPCOHAJIBHBIX HAHHBIX, aKTyalnbHBIX OpU 00paboTKe NEepCOHANBHBIX JAHHBIX B
MH(OPMAIMOHHBIX CHCTEMAaX IEPCOHANBHBIX JAHHBIX HUCIOJHUTENBHBIX OPraHOB
rocynapcTeeHHoi Brnactd TBepcko o0MacTH M rocyHapCTBEHHBIX YUPEKICHHH
Teepckoil obyactt v bankoMm JaHHBIX Yyrpo3 0€30HacHOCTH HHOPMALMH,
pasMeleHHbIM Ha opuumansoM caiite ©CTOK Poccuu (http://bdu.fstec.ru).

2. AxrtyansHple yrpo3sl Oeszomacroctn MCIIJIH cozepxaT DepedeHb
AKTYaJBHBEIX Yrpo3 O€30IacHOCTH IEPCOHANBLHBIX JIaHHBIX TpH HX oOpaboTke B
MHQOPMALIMOHHBIX CHCTEMax [epCcOHaNbHBIX JaHHeIX (manee - MCITHn)
AIMHHUCTpPallMM palioHa W B MYHMIIMIAIBHBIX OFOJDKETHBIX M Ka3eHHBIX
YUPEKIEHHUAX palioHa (Aanee — yUperkIeHus ).

3. AkTyanbHble yrpo3sl 0ezoracnocty VICII/IH moanexaT ananTaiiy B X0
pa3spaboTKH  ydpe)kIeHHSMH  YacTHRIX  Mojeneil  yrpo3s  0e30NacHOCTH
MEPCOHANBHBIX JAHHBIX U KaXA0H HH(popManMoHHon cucteMsl (nanee - MC).

4. Tlpu paspaboTke 4acTHRIX MOJeNel yrpo3 6e30MacHOCTH MEPCOHATBHBIX
JAHHBIX MPOBOAMTCA aHAIN3 CTPYKTYPHO-QYHKIHOHATBHEIX XapakTtepucTuk MC,
SKCIUTYaTHPYEMOH NPU OCYLLECTBICHUY YUPEKIACHMIME (PYHKIMHA U IOJHOMOUYMIA,
a TaK)Ke IPHMEHsIeMBbIX B Hell HH(OpMalMOHHEIX TEXHOIOTHH B 0COOeHHOCTEH ee
(YHKLUHOHMpOBaHHSI, B TOM YHCIE C HCIONB30BAHWEM baHka JaHHBIX Yrpos3
Ge30macHOCTH HH(OPMALIHH.

5. B u4actHOM wMogenu yrpo3 0e30MacHOCTH MEPCOHAIBHEIX [JAHHBIX
ykaspiBatoTcsa: onmucaHue HCIIH u  ee  CTpyKTYpHO-(YHKIHOHAIBHBIX
XapaKTEePHCTHK; OIHCAHKE YTpo3 6e30NaCHOCTU IIePCOHANBHEBIX JaHHEBIX C YYeTOM
COBOKYIIHOCTH IIPEIITONOXKEHHE o crocodax, MOANOTOBKE W TIPOBEJEHUH aTak;
ONMCaHHe BO3MOXHBIX ysasBumoctel UC, cmocofor peamuzaumy  yrpos
Oe30MmacHOCTH  HMHGOpPMALMH W [OCICACTBUH  HapyuieHud  Ge30MaCHOCTH
nHdopMay.

6. OOpexramy HHpOpPMATH3AIMM B OpraHax Biaactd BeicTynaior HC,
MMEIIIME CXOAHYIO CTPYKTYPY M OJHOTOUSYHOE IMOIKNIOUEHHE K ceTsM OOLIero
MONB30BAaHUA K (MIIH)  HHOOPMAIIMOHHO-TEIEKOMMYHHKAIMOHHON  CeTH
«MuarepHer» (nanee - ceth «VHTepHETY) 4Yepe3 BHIACICHHYIO HHDPACTPYKTYDPY -
MEKBEIOMCTBEHHYIO CETh Tlepefiavun JaHHbIX TRepcKod 00macTH.

7. B 3aBucHMOCTH OT KOHKpeTHoro oObekra wuHbopMaTtuzaumu KHC
YUpPEKAeHUs! AelisTes Ha aBa Buaa: doxansHas MC, pabouue mMecTta U 6a3bl JaHHBIX
KOTOPOH pacroyio’KeHbl B Tpelenax OIHOrO 3janus; pactpenenenHas HC,
paboyne MecTa KOTOPOH pacIONOKeHBl B MpeAelax OHHOr0 3faHus, a 0a3bl
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JNaHHpIX XpaHsaTcs U 00pabdaThIBalOTCA BHYTPH JOKaJBHOM CeTH AAMHHHUCTPAIHUA
MO «bonorosckuii paifony.

8. Dbaszbl  gaHHBIX HHQOPMALMH, C  HCHOJNB30BAHMEM  KOTOPBIX
OCYLIECTBILIIOTCS  cOOp, 3allich, CHCTeMAaTH3alMs, HAKOIJIEHNHe, XpaHEHHE,
yTouHeHue (OOHOBIEHHE, H3MEHEHHe) [epCOHANbHBIX HaHHBIX TpaxjaH
Poccutickolt Mepepanuu, HaxonaTes Ha TeppuTopuu Poccuitckolt denepanmy.

9. Bsoa nepconanpHbix panueix B HMC w BeBOm jgaHubelx u3 MC
OCYIIECTBIISIIOTCS C HCIIONB30BAaHHEM OYMa)KHEIX ¥ 3JIEKTPOHHEBIX HOCUTENeH
MHpOopMalun. B KadyecTBe NIEKTPOHHBIX HOcHTened uwH()OpPMAallii UCIIONB3YIOTCH
YUTEHHBIE CBEMHBIE HOCHTENM HH(pOpMalMH U onTayeckue jucku. [loctyn K
WCTI[Is orpaHuyeH IepedyHEM JIHI], WUMEIOIMX CaMOCTOSTENBHBIA JOCTYNl K
IITATHBEIM CpPENCTBaM OOBEKTOB BBIYHCIHMTENLHONW TeXHHKH  YUpEeXICHUH,
ABJsTIOHMXCs BiajesnsueM MC.

10. Ilepepaua mepcoHanbHBIX [JaHHBIX B JOpyrHe OpraHM3allud U B
TEPPUTOPUAIIBHEIE OPraHbl (PejlepaibHbIX OPraHoB HCIOJHUTEIBHON BIACTH IO
ceTaM OOLIEro TMoJjb30BaHUS M (WITK) ceTH «VIHTepHET» OCYIIEeCTBIAETCH C
HCIIONIE30BAHMEM CEPTHQUIMPOBAHHEIX IMHUMPOBANBHEIX (KPUIITOIPa(QUIECKHX )
cpencTs 3auThl nHGopMalnu (nanee - CK3M).

11. Koutponupyemoit 3ono#t MC gBastorcs agMUHHUCTpaTUBHBIE 3JaHU
YUPEXKAEHUNH W OTIEeNbHEIE NOMEIIeHUs. B mnpenenax KOHTPOAMPYEMOH 30HBEI
HaxogsuTcs — paboude  MecTa  [IOJb30BaTeNiel,  cepBephl,  CETEROEC U
TeleKOMMYHUKalmoHHoe obopynosanue MC. Bre KoHTponmupyeMoH 30HEI
HaXOMATCA JMHUN Nepefavyd JAaHHBIX U TEJIeKOMMYHHMKALMOHHOE 000pyIOBaHUe,
HCTIONB3YyeMoe i1l HHpOPMAIMOHHOTO 00MeHa M0 ceTaM OOILIEero Mojb30BaHUs U
(nnm) cetu «METEpHETY.

12, B aIMUHUCTPaTHBHBIX 3JaHMSIX YUpEXIACHMH: jOIKeH  OBITh
OpraHu30BaH [IPONYCKHOH PEXUM; JOIKHO OBITh UCKIIOYEHO HEKOHTPOIHUPYEMOe
npeObiBaHKe [OCTOPOHHUX JIMIl U HEKOHTPOJUPYEeMOe lepeMellleHHe (BBIHOC 3a
MPedeNbl 30aHUs) KOMIIBIOTEPOB M OPITeXHUKH; MOMEIIEHHS CO CpeacTBaMu
BLIYMCIMTENILHOR TEeXHHUKH [OJDKHBl OBITH OOODYIOBAHBI 3alHparOlIMMUCS
IBEPSIMH M OINEYaThRIBAIOWMMM YCTPOHCTBAMH; JONONHUTEIBHO MOXET OBITH
OpraHMU30BaHO BHACOHAOMO[EHHE B KOPHIOPAX, BECTHOIONAX M XOJIax.

13. 3amura nepconanbHbiX aaHHbiX B MIC yupexaeHuil U ceTsx o6ILEro
T0JIB30BaHHUA, NOAKII0UaeMbIX K ceT «MHTepHeT», obecreuuBaeTcs CpeacTBAMHU
3amMTel “HQopManuu (janee - C3K): C3M oT HecaHKIHOHUPOBAHHOIO AOCTYIIA,
ceprupuumuporannsiMi GCTIOK Poccuu, He HIKe 4 YPOBHS KOHTPOJIS OTCYTCTBHS
HeleKIapupoBaHHbIX Bo3MOXxHocTed (nanee - HIIB); cpencrBaMu aHTHBUPYCHOH
3alnTel, cepraduuupoBanupiMu GCTOK  Poccun, nHe HmWKe 4 Kiacca;
MEKCETEBbIMK dKpaHaMHu, cepTHuuHuposanusiMu GCTOK Poccun, we Hike 3
knacca; CK3U, dopmupyromumu  BupTyaabHele uacTHele cetd  (VPN),
ceprrprumposanusiMu @CE Poccun mo wimaccy KC 1 @ BBIIE; cHcTeMamu
o0Hapy>XeHUsl BTOPKEeHWs He Hwke 4 Kiacca; CpPeICTBOM TIOCYAapCTBEHHOH
cucTembl  ODHapy)KeHUs, NpPeAYNPEXIEHHS W JHKBHAALHH  HOCISACTBHIM
KOMITBIOTEPHBIX aTak Ha UHQOPMALUOHHEBIE pecypehl Poccutickoi Mepeparuy.



II. XapaxktepucTuky 6e30racHOCTH HHPOPMALIHOHHEIX CHCTEM
MePCOHAIBHBIX TAHHBIX

[4. OcHoBHBIME CBOlcTBaMU 6e30MACHOCTH MH(OPMAIHH SIBIAIOTCS:

KOH(UICHIINANBHOCTE - 00g3aTeNIBHOE JUlst COBIIIOAEHHs ONIEPATOPOM MK
WHEIM TOTYYHBIIHMM JIOCTYI K IEPCOHANIBHBIM JaHHEIM JHLOM TpeboBaHue He
JOITyCKaTh MX pacripocTpaHeHus 6e3 cornacus cyObeKTa MePCOHANBHBIX MAHHBIX
HJIA HallUYust MHOTO 3aKOHHOTO OCHOBAHMS,

I[IEJIOCTHOCTE - COCTOSHKE 3alHUIIeHHOCTH HH(DOPMALHMH, XapaKTepu3yeMoe
criocobrocTeio MIC obecrieduBaTh COXPAHHOCTHE M HEM3MEHHOCTh MH(OPMAIHMH
IpH  TOTBITKAX HECaHKUHOHMPOBAHHBIX BO3ICHCTBMI Ha Hee B rporecce
00pabOTKH WIN XpaHeHHs,

AOCTYITHOCTL - COCTOAHHE HHPOPMAIMH, IIPU KOTOPOM CYOBEKTEI, HMEIOIIIHE
fipasa JIOCTYIa, MOTYT peaiu30BaTh UX OeCIIPEensITCTBEHHO,

5. Tlox axTyanbHBIMU yTpo3aMd Oe30MHaCHOCTH MEPCOHANBLHBIX AHHBIX
[IOHUMAETCs COBOKYIIHOCTH YCIOBUM M (DaKTOPOB, CO3JAIOIIMX AKTYaNbHYHO
OMMaCHOCTh HECAHKLIHOHWPOBAHHOIO, B TOM YHCJIe CiAydalHOro, JOCTYIia K
ITePCOHANBHEIM JaHHEIM Ipu uX 06pabdotke B MC, pe3yibraToM KOTOPOro MOIYT
CTaTh YHHUTOXKEHHE, H3MEHEHHEe, ONIOKUPOBaHUe, KOTUPOBAaHUE, IIPENOCTARBIIEHHE,
pacrpoCTpaHeHHe TIEPCOHANLHLIX JAHHBIX, a TaKXe WHBIE HEelpPaBOMEpPHbIe
JISHCTBUS.

16. B 3aBucumocTH OT cocraa 00pabaThiBaeMBIX MEPCOHANBHBIX JAHHBIX U
THIA BKTYAIBHBIX YIPO3 HeOOXOAMMEIH ypOBEHB 3aIHINEHHOCTH [IEPCOHANBHBIX
nanueIX g xaxou MCITOH onpenensercs: HHIMBULYaIbHO.

17. Hns  HCIIOH yupexieHuil axkTyanbHB YIPO3Bl  HE3014CHOCTH
NCPCOHANBHBIX [JaHHBIX TPETHEro TUIla, He CBs3aHHelc ¢ Hammuyuem HJIB B
CUCTEMHOM ¥ IIPHKNAJHOM IIporpamMMHOM obecneueHun (gamee - [10),
ucrionszyeMom B MC,

[II. Ilpumenenue cpeacTB KpHITOrpadIeckoi 3aiuTsl HHGOPMALIUH B
MH(POPMALIHOHHEIX CHCTEMAX TIEPCOHANBHEIX JAHHBIX

18.  AxryampHocTe npumeHenus B MCIIHOu  yupewxaenuit CK3U
OmpeAensaeTcs HeoOXOIMMOCTRIO 3allfUThl MEPCOHANLHEIX NAHHEIX, B TOM YHCIE
Mpy HHOOPMALMOHHOM OOMEHe IO CeTsM CBS3M OOIIEro MONb30BAHMS U (MIIK)
cet «MuTepHEeT».

[9. CK3M npejnasHayeHBl A 3al0UTH UHQDOPMALMH OT AEHCTBUH cO
CTOPOHBI JIMIL, HE UMEIOIIMX IIPaBO JIOCTYIIA K 9TOH UHGOPMALTHH.

20. IlpuHsATEIMM OPraHKM3alHOHHO-TEXHUYECKMMH MEPaMi B YUPEIKAESHHAX
AOKHA OBITL HCKIIOYEHa BO3MOXHOCTH HECAHKIHOHHPOBAHHOTO JOCTYIIA
MOTCHIMAIBHOrO HapymuTens k Kiodesol uudopmanmn CK3H.

21. Tlpm osxcmnyataumun CK3M  momkmsl  cobmomathest  TpeGoBaHus
OKCIYaTAIHOHHO-TEXHHMYECKOH HokyMeHtanuu Ha CK3M wu TtpebosBanus



JCHCTBYIOIMX HOPMATHBHBIX [PABOBBIX 4aKTOB B 00JacTH peaidsalund H
skcrutyatanun CK3M.

22. Has obecrniedeHusi 0€30ITACHOCTH TNEPCOHANBHBIX MAaHHBIX OPH HX
obpadorke B MCII/Im wucnonssyrorcs CK3M, npomepgmuwe B yCTaHOBIEHHOM
TIOPSLIKE MPOLEYPY OLIEHKH COOTBETCTBUSI.

23. Oovexramu zamutel B WCIIJIH ABNAIOTCA: NEpPCOHANBHBIE JTAHHBIE,
cpeacTea Kpunrorpaduueckol 3amuTe HHGopManuy; cpeaa (GyHKIHMOHHPOBAHHS
CK3U (nauree - CD); wr(opMalis, oOTHOCIIIAINCT K KPUIITOrpadH4IecKol 3aluTe
NIEPCOHANBHBIX JIAHHBIX, BKJIIOUASs] KJIFOUYEBYIO, apOIBHYIO H
ayrentuguuupyomyro uHdopmamury CK3M; poxymeHTsl, jena, XypHamkbl,
KapTOTeKH, W3MaHMs, TeXHHYeCKHe MOKYMEHTHI, padodue maTepHansl M4 T. I, B
KOTOPLIX OTpaXkeHa 3alldiuaemas uHdopmanus, orHocsuiascs Kk MCIIa u nx
kpuntorpaduueckoil 3amure, BKItouas gokymentaumo Ha CK3M u ma
TeXHUUECKHe W IMPOTrpaMMHbIE KOMIIOHEHTBhl cpelpl ¢yHKunonupopanus CK3H;
HOCHTEIM 3allMIiaeMon uH(poOpManmy, Hcrnonezyemsie B HMC B mpolecce
KpUOTOTpadUIecKofl 3al[HTEl MEPCOHANBHBIX JaHHBIX, HOCHTENH KIIOYEBOH,
NapoNibHOR W ayTeHTHQHUMpyowed nadopmauun CK3W 1 nopszmox poctyna K
HUM; MCIIOJIb3YEMBle MHPOPMALMONHON CUCTeMOH KaHaibl (JIMHWM) CBSI3H,
BKJTFOUAsi KaOeJIbHBIe CHCTEMET; MTOMEILEHHS, B KOTOPEIX HaxomatTcs pecypesi KC,
MMEIOIIME OTHOMIEHHE K KPUIITOrpa(uueckol 3aliyTe NepCcoHalbHbIX JaHHBIX.

24. Peanuzanus  yrpo3  0e30MacHOCTH  [EPCOHANbHBIX  JTAHHBIX,
obpabareiBaemeix B UCTIIH, onpenensieTcst BO3MOXKHOCTAMH UCTOTHHKOB aTak.

‘Ha ocHOBaHNY MCXOAHBIX JAHHBIX 00 O0BEKTaxX 3alUMThl B HCTOUHAKAX aTaK
B Tabnuue | aAng  yupexaeHudl orpeneneHsl o00OIIEHHBIE BO3MOMKHOCTH
MCTOYHMKOB aTak.

Tabnuua 1

Ne O0600111eHABIE BO3MOXKHOCTH HCTOYHHKOB aTak Ha/Hert

Bo3MOXKHOCTE CaMOCTOSATEIBHO OCYIIECTBIATE CO3IaHKHEe CIIOCOD0B
] aTak, [IOATOTOBKY M NMPOBEIEHHE aTaK TOJBKO 34 NpeleliaMu Ha
KOHTPOMUPYEMOM 30HBI

B03MOKHOCTE CaMOCTOATENIBHO OCYLIECTBIISTE CO3MAHUE CIOCO00B
aTak, OATOTOBKY M IIpOBeeHHe aTak B IPefeax KOHTPOTHpyeMoH
2| 30HBL, HO Oe3 (pU3MUECKOr0 JOCTyNa K annapaTHeIM cpeacrBam  |Ha
(nanee - AC), Ha KoTopsix peanusoBanbl CK3M u cpena ux
OYHKUMOHUPOBAHUS

B03MOXHOCTE CaMOCTOATENIBHO OCYIIECTRIATE CO3AaHUE CIIOCODOB

3 |@TaK, OATOTOBKY U TIPOBE/IEHUE aTaK B Mpe/ieriax KOHTPOIUPYEMOHN

30HBI ¢ Ppu3nyecKuM goctynoM K AC, Ha KOTOPEIX pealu30BaHbI
CK3HU u cpena ux QyHKIHOHUPOBAHHSI

Her

4 Bo03MOXKXHOCTE FIPUBIEKATE CIECIUATHCTOR, KMEIOHIUX OIBIT Her
paspaborku 1 aHanuza CK3U (Bxiouas CHelyanicToOB B 00acTu




aHaJIM3a CUTHAIIOB JIMHEHHOH nepenadu ¥ CUTHAaIOB I1000YHOTO
3JIEKTPOMATHUTHOrO H3Jrydenus 1 Hasonok CK3H)

Bo03MOKHOCTE NMpUBJIEKaTh CIELHAINCTOB, UMEIOIIHMX OIBIT
paspaboTiu ¥ anamusa CK3U (Bririovas CrielluanicToB B 00nacTu

5 Her
WCIIOIB30BaHMS IS PeallU3alfH aTaK HeJOKYMEHTHPOBAHHBIX
BO3MOXHOCTEH MPUKIIAIHOIO IIPOrpaMMHOT0 06eCre eH )
BO03MOKHOCTE IPUBAEKATH CIIELUATHCTOB, HMEFOIIMX OIIBIT
paspabotku 1 ananuza CK3V (Bxmiodas crienMaiucTos B 00IacTy
Her

61  HCIIOJIB30BAHUS JJIS peanu3aliy aTak HeJJOKyMEHTUPOBAaHHBIX
BO3MOKHOCTEH anmnapaTHOro U MpOorpaMMHOrO KOMIIOHEHTOB CPEIBI
dbyuxuronuposanus CK3H)

25. B cooTBeTCTBHH C 0606II.IBHHBIMH BO3MOXKHOCTAMKY HMCTOYHHKOB dTak
ABC aKTYyallbHbIC YI‘O‘:IHéHHBIe BO3MOXKHOCTH

HapymHTeﬂeffI 1 HallpapJICHHA aTak (COOTBGTCTBYIOU_H/IG aKTyallbHBIC YI'PO3bl I

(tabmuua Nel) ompemeneHs

NC) (Tabauna 2).

Tabnuna 2.

YTOUHEHHBIE BO3MOXKHOCTH
HapyLIXTENeH 1 HallpapieHus
arTak (COOTBETCTBYIOIIHE
aKTyaJlbHbIE YTPO3BI)

AKTYyalbHOCTh
HCTIONIBE30BaHUA
(MPUMEHSHMS )
JUISL TIOCTPOEHUS
1 peanuzaln
aTax

ObocHOBaHHE OTCYTCTBHS

2

3

I. ITpoBenenne ataky rpu
HaXOXIEHUHU B IIpelerax
KOHTPOJHUPYEMOH 30HE!

Heaxryansno

[TpoBoasTcsa paboThl 110
noxdbopy repcoHana;
TPeICTABUTENIH TEXHUUECKUX,
0OCITYKMBAIOIITUX U IPYTHX
BCIIOMOTATENLHEIX CIYXKO IpH
paboTe B MOMELIeHUAX
(cTolKax), r/ie pacioioKeHbl
CK3H, u coTpyaHUKH, HE
ABASIOUIMECS TTOJIB30BATEISIMH
CK3H, HaxomsaTest B 3THX
TTOMEIIEHUSX TOJBKO B
IPUCYTCTBUU COTPYIHHUKOB [0
DKCILNYaTallkuH;
COTPYAHUKH, SBISIOILIACCS
nonszosarersivu MCITH, HO




HE ABJISIOIIHNECS
rionpzoBaTensymu CIK3H,
[IPOMH(OOPMHUPORAHE] O
npasusax pabotel B UICIIIH u
OTBETCTBEHHOCTH 34
HecoOIIoIe e IPaBHIl
obecrieueHust 0€30IIaCHOCTH
HH()OPMALIUHK;
roas3osaTen CK3I
NPOUH(QOPMUPOBAHEI O
rnipauiiax padotsl B MCLI/IH,
ripaustax padoTe ¢ CK3M u
OTBETCTBEHHOCTH 34
HeCOOIIIOCHHE IPABHIT
obecneuenus 6e30aCHOCTH
HHOOpPMAaLH;
HOMEIIEHYs], B KOTOPBIX
pacnonaratotcs CK3H,
OCHAIIEHBI BXOJHBIMM
IBePbMHU C HAIEKHBIMH
3aMKaMi, obecreuecHo
MTOCTOSIHHOE 3aKPHITHE IBepel
IMOMelleHnH Ha 3aMOK, H WX
OTKPBITHE OCYLUECTBISIETCS
TOJIBKO TS
CAHKIIMOHUPOBAHHOIO
NpOXOJa;
YTBEPIKICHBI IIPABHia
JOCTYTIa B TIOMELISHHUS, Ie
pacnionaratorcs CK3V, B
pabouee u Hepabouee BpeMs,
a TaK)Ke B HEeIITaTHBIX
CUTYaLHsIX;
YTBEPIKIEH NIepedeHh LI,
MMEIOIIMX ITPaBo J0CTyIla B
[TOMEIIEHUS, [AC
pacnonaratorest CK3M;
OCYLIECTBASETCS
pasrpaHuyueHe U KOHTPOIb
IOCTYTIA TI0b30BaATENEH K
3aILHITAEMBIM pPecypcaM;
OCYIICCTRISETCS PErucTpaLust
M yUueT JIeHCTBUH
rone3oBarenei ¢ [1JH;




OCYILUECTBIISAETCA KOHTPOIIb
LIeJIOCTHOCTH CPEHCTB
3@ILUTHI;
Ha APM u ceppepax, Ha
KOTOPBIX ycTaHoBIensl CK3UM
HCIIONB3YTCS
ceprudunuposannsie C3U ot
HECaHKIIMOHUPOBAHHOTO
noctyna (nasiee - HCI);
MCTIONEB3YIOTCS
CePTHQUITMPOBAHHEIE
CpeJiCTBA AaHTUBUPYCHOH
3aITUTEL

3

2. Ilposejenne aTak Ha starne
skernyaraunn CK3M na
CIELNYIOHHE 00BEKTh:
AoxyMmentanuio Ha CK3U u
KOMITOHEHTEI CD;
[OMELLEHHS], B KOTOPEIX
HAXOOUTCA COBOKYITHOCTD
OpOrpaMMHEIX U
TEXHUYECKUX SIIEMEHTOR
cucteM 00paboTKy JaHHEIX,
CITOCOOHBIX
$YHKLIMOHUPOBATE
CaMOCTOATENILHO HIIK B
COCTaBe CPEeNCTB
BBEIYUCIUTENBHON TeXHUKHA
(nanee - CBT) u CO

Heaxryansao

IlpoBomsarcs paborel 110
noadopy mepcoHaa;
nokyMenTauust Ha CK3U
XPaHUTCS y OTBETCTBEHHOTO
3a CK3HM B MeTannmyeckom
celde;
NIOMEILEHHS, B KOTOPBIX
pacronararoTes
aokymeHnTtaius Ha CK31,
CK3M u xomrtonents! CO,
OCHAIIEHBI BXO [HLIMH
IBEPBMH C HATEIKHBIMH
3aMKaMH, o0ecnedeHo
[IOCTOSIHHOE 3aKpBITHE ABEpei
[IOMEIIEHUN Ha 3aMOK, U UX
OTKPBITHE OCYILECTRIIAETCS
TOJBKO JJIS
CAHKLUOHUPOBAHHOIO
NpoxXoa;
YTBEPIKIIEH TIepeteHb JIHII,
MMEIOIIHUX [TPaBo IOCTYNA B
NOMELUEHHS.

3. llonyueHue B pamMkax
[IPEJIOCTABICHHBIX
TIOJIHOMOYHH, & TaKKe B
pesyiibrate HabmrogeHuH
cienyrollelt HHPOpMaLHn:
CBEIEHHUH O (PU3UHeCKHX
Mepax 3aluThl 00BLEKTOR, B
KOTOPBIX Pa3MellCHBI

pecypchl

AKTyaJIbHO
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HHOOPMALIHOHHONH CHCTEMB];
cBelleHul o0 Mepax 1o
obeCeueHHIO
KOHTPOJIUPYEMOH 30HBI
00BEKTOB, B KOTOPEIX
pa3sMeIleHbl peCYPChl
HH(OPMAaLlHOHHOH CUCTEMBL;
CBEIACHMH O MEPax 1o
pasrpaHUHEeHUIO A0CTYIIA B
TTOMEIIIEHHSI, B KOTOPBIX
HaxoasaTes CBT, Ha xoTopsix
peanuzosanel CK3M 1 CD.

4. Mcnonp30Banye ITaTHRIX
cpencts MCII]H,
OTpPaHUYIEHHOE MepaMH,
peany3OBaHHEIMU B
AH(OpPMalIMOHHON CUcTEME, B
KOTOPOH HCITOJIB3YETCs
CK3H, u nanparneHHBIMH Ha
NIPeAOTBpalllcHHE 1
npecedeHue
HECaHKLIMOHHUPOBaHHbBIX
OeHCTBUN

AXTyanbHO

5. OuznUeckuil JoCTyn K
CBT, Ha KOTOpBIX
peamazoBansl CK3U u CP

HeakrtyansHo

[TpoBonsaTcsa paboTsl 110
noOopy nepcoHana;
[TOMEILECHHS, B KOTOPBIX
pacronaratores CBT, na
KOTOPBIX pacroaraioTes
CK3HM u C®, ocHaEHEBI
BXOJIHBIMU JABEPEMH C
3aMKaMH, 00eCIIeUnBaSTCs
MIOCTOSTHHOE 3aKPBITHE IBEpei
[TOMEILISHUI Ha 3aMOK U UX
OTKPBITHE TOJABKO HJIS
CAHKLIHOHUPOBAHHOIO
POXOJa.

6. Bo3aMOXHOCTE
BO3JleHCTROBATE HA
annapaTHbIe KOMITOHEHTHI
CK3HU u C®, orpanuveHHas
MepaMH, Pealu30RaHHbLIMH B
HHPOPMAITHOHHON CHCTEME, B

HeaxTyansHo

KOTOpOI;’I HCIIOJIBE3YETCSA

I[TpooasaTcs paBoTh! 110
Toa0opy MepcoHana;
[IOMELIEHES, B KOTOPBIX
pacnonaratotcss CK3U u CP,
OCHAIIeHB! BXOJHBIMH
IBEPBEMH C 3aMKaMH,
obecriequBacTCs [OCTOTHHOE
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CK3H, u HanpasiieHHBIME Ha
IPeAOTBPALLEHHE U
IpeceyeHne
HECaHKLMOHUPOBAHHBIX
JEeHCTBUIA

3aKpBITHE IBepell TOMEIIeHUH
Ha 3aMOK H WX OTKPBITHE
TOJIBLKO JIJIs1
CAHKIIMOHUPOBAHHOT'O
NPOX0a;
[IPSJCTABUTENN TEXHUYECKUX,
O0CTY KHBAIOIIMX U APYTHX
BCIIOMOTaTeJIEHBIX ciry k6 npu
paboTe B NOMECIICHMIX
(cToliKax), rie PacrloNa0KEHbI
koMmroHeHTEl CK3M u CO, u
COTPY/IHHKH, HE SIBIISIHOLIHECS
ronp3opatensiMy CK3H,
HaxOIATCS B DTHX
NOMEIEHUSIX TOJBEKO B
MPUCYTCTBUM COTPYIHHUKOB M0
SKCILTyaTaLH.

7. Coznanue cnocodos,
ITOJIFOTOBKA U TIPOBEJEHUE
aTaK ¢ [pUBJIeHEHHUEM
CTMELUaNIUCTOR B 0bJacT
AHAlIA38 CUTHAJIOB,
COTIPOBOYKAATOTIIHX
dyuxuronuposanune CK3M u
C®, u B obnacru
MCTIONB30BaHUS 18
peanuzauuu artak H/B
npuxsagHoro 110

Heaktyansno

He ocymecteiseTcs
oO6paboTKa CBeieHMH,
COCTABJIAIOIINX
rocyJlapcTBEHHYIO TaliHy, a
TAKOKe MHBIX CBEICHHIA,
KOTOPBIE MOT'YT IPELCTABIATE
MHTEpec JULS pealn3al iy
BO3MOKHOCTH;
BEICOKasI CTOUMOCTE H
CIIOYKHOCTE TTOAIOTOBKH
pearu3alny BO3MOKHOCTH;
[POBOJSITCS PabOTH! 10
noadopy IepcoHana;
TOMETLEHHSI, B KOTOPBIX
pacrnionaratotcsa CK3M u CO,
OCHALICHbB! BXOJHBIMH
JBEPEMU C 3aMKaMH,
o0ecreunBaeTCs OCTOSHHOE
3aKpBITHE ABEpel IoMeileHnH
H& 38MOK M UX OTKPBITHE
TOJIBKO IS
CAHKIIHOHUPOBAHHOTIO
MPOXO0a;
IpeCTABUTENH TeXHHUUECKUX,
oBCMYKUBAIOUINX U APYTHX
BCITOMOTATEIBHBIX CITYKO NpH
padoTe B MOMEILICHUAX
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(cToliKax), riae pacroloKeHbl

komronenTsl CK3W u CO, u

COTPYIHUKH, HE SBISIOIIIECH

nosszoBaTeaamu CK3H,

HAXOATCS B 3THX
TIOMEIICHUSIX TOJILKO B
HAPUCYTCTBHUU COTPYIHHKOB MO
SKCIUTyaTalllH;
OCYIIECTRISAETCA
pasrpaHH4eHue U KOHTPOJIb
JOCTYTIA ITOJIB30BATENEHN K
3alMIAEMBIM PECYPCaM,;

OCYIIECTRIISETCS PETHCTPALLKS

1 YyYeT AeHCTBHH
[10JIE30BaTENeH;

Ha APM 1 cepsepax, Ha
KOTOPBIX YCTAHOBJIEHBI
CK3H: ucronezyrores

ceptudpunuponanssie C3M or

HCJI;
WCITOJIB3YHOTCH
CepTUPULUPOBAHHEIE

CpelcTBa aHTUBUPYCHOH

3AITUTEL.

8. Ilposenenue
nabopaTOpPHBIX
uccnenosannii CK3U,
MCIIOJIE3YEMBIX BHE
KOHTPOJUPYEMOU 30HEL,
OrpaHUYCHHOE MEePaMH,
peasi30BaHHbBIMU B
WHGOOPMaIIMOHHO) CUCTEME, B

KOTOPOH HCTIONB3YyeTCs
CK3HU, u HanpaBIIeHHLIME Ha
TIPENOTBPAILCHHE H
[IpeceyeHne
HECAaHKIIHMOHHPOBAHHBIX
JIeACTBUH

Heaxryansso

He ocyuiecTrisgerca
0bpaboTka cBeJeHNH,
COCTABJISIFOLIUX
rOCYJIapCTBEHHYIO TAHHY, &
TAK)Ke UHBIX CBEIACHUM,
KOTOPBIC MOTYT TIPEJCTABIIATE

UHTEPEC JJIs pealiu3aluu
BO3MOYKHOCTH;
BBICOKAS CTOMMOCTE H
CIIOKHOCTS IIOJITOTOBKH
peanuzaly BO3MOXKHOCTH.

9. IlpoBenenue pabot 1o
CO3JIaHUIO CIIOCODOB U
CpeJICTB aTak B HAy4HO-
FICCIIEIOBATENECKUX LIEHTPAX,
CTICIIHAITM3HPYIOIIHUXCS B
obnactu pa3padoTKu U

HeaxtyansHo

He ocyuiectsisercs
obpaboTka CBEIEHNH,
COCTAaBJISIFOLINX
rocyIapCTBeHHYIO TaliHy, a
TAKIKEe MHBIX CBEIICHUH,

KOTOPLIC MOTYT [PEACTaBIIATD
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ananuza CK3HU u C®, B ToM
YUcile ¢ UCITONB30BaHHEM
UCXO/HBIX TEKCTOR
pxoasero B CP
rpuknagsoro IO,
HETIOCPEICTBEHHO
HCIIONB3YIONIETO BRI30BEI

MPOTPaMMHBIX (YyHKIHHA
CK3U1

HHTEpeC A peanu3ailin
BO3MOKHOCTH;
BBICOKas CTOMMOCTD U
CJIOIKHOCTE IOAFOTOBKH
peanr3aiy BOZMOMKHOCTH.

10. Cospanue criocoboB,
[TOrOTOBKA Y MPOBEJCHUE
aTaK ¢ TMPUBJIEUCHUEM
crieLManucToB B obmacTu
MCTIONB30BAHMSL [
peanuzanuu atak HAB
cucTeMtoro 1O

HeakryainHo

He ocy1ecTBiseTest
06paboTKa CBEICHNHA,
COCTaBIISIIOLIMX
rOCYIapCTBEHHYIO TaHHy, a
TAKKE WHBIX CBEJIEHHH,
KOTOPEIE MOI'YT IPEACTaBIISATE
HHTepec Al Pean3alun
BO3MOXKHOCTH;
BLICOKAS CTOMMOCTh U
CIOKHOCTH [I0JrOTOBKH
peaii3alfy BO3MOKHOCTH,
npoBoasTCs paboThl 110
rionopy nepcoHana;
[OMEIeHHUS, B KOTOPBIX
pacnostaratorcest CK3U u CD,
OCHAIIIeHB! BXOIHBIMU
IBEPBMH C 3aMKaMH,
obecnieurBaeTCs MOCTOSHHOE
3aKpBITHE [BEpeil moMelleHn
HA 3aMOK U UX OTKpBITHE
TOABKO AJIs
CAHKIIMOHHUPOBAHHOIO
TPOX0OA;
IPeNCTaBUTeIH TEXHUUYECKIX,
0OCTY>KMBAIOLIMX U JPYTHX
BCITOMOTIaTeIbHBIX CIY)KO NpH
padoTe B IMOMELIEHUSIX
(cTolikax), rie pacIoiOKeHb]
rkomriogenTsl CK3M u CD, 1
COTPYAHHKU, HE ABISIOIHECH
nonszosaTenxsimMu CK3H,
HaxOHNSITCS B 3THX
TOMEIIEHUX TONBKO B
MIPUCYTCTBUH COTPYIHHKOB MO

IKCITyaraui,




14

OCYUIECTBIISIETCS
pasrpaHUHeHHe U KOHTPOIb
JIOCTYIIa [10JIB30BaTe/leH K
3allUILAEMBIM pecypcaM;
OCYINECTRISETCS perUcTpauus
Y yueT JeHCTBUH
II0Nb30BaTEIeH;

Ha APM u cepepax, Ha
koTopeIX yeranosnersr CK3H,
HCTIONB3YIOTCS
ceptuduimposannsle C3M ot
HCIL;
HUCTIONMB3YIOTCS
cepTUOUIUPOBAHHEIE
CpeAcTBa aHTUBUPYCHOH
3aIUTHL

He ocymectsisercs
00paboTKa CReICHHH,
COCTaBIIIIONIINX
roCy1apCTBEHHYIO TaiHy, a
TAKKE HHBIX CBEIECHUH,
KOTOPBIE MOTYT IIPELCTABISITD
HHTEPEC JU1s pealli3aluy
BO3MOKHOCTH.

11. Bo3sMOXHOCTS
pacIioyiaraTb CBeIEHHAMH,
CoJlepKallMMHUC B
KOHCTPYKTOPCKOHN HeaxTyanbro
JOKyMEHTalUH Ha
arnmnapaTHble U TPOrpaMMHLIE
koMnoHeHTs! CO

He ocywecTBisercs
06paboTka cBeNeHUH,
COCTaBJISIOLLUX
rOCYIAapCTBEHHYIO TalHy, a
TAK)KEe HHBIX CBEICHUH,
KOTOPBIE MOTYT MPe/iCTaBIATh
HWHTEpecC /s peanusaiun
BO3MOXKHOCTH.

12. BoaMOKHOCTE
BO3neHcTBOBATE Ha JtoOkle |HeaxTyansno
xomitoderTel CK3M u CO

1V. Onpenenenue akTyalbHBIX yIpo3 0€30IIaCHOCTH NEPCOHATBHBIX JaHHbIX B
WHGOPMAMOHHBIX CHCTEMAaX 11ePCOHANBHBIX JaHHbIX

25, Ha ocHoBe npoBefeHHOTO aHanu3a 0aHKa JaHHBIX yrpo3 6e30MnacHoCTH
uaopmanuu  {(www.bdu.fstec.ru) ¢ y4€ToM  CTPYKTYPHO-(QYHKI[MOHATBHBIX
xapakrepucTuk TUIIOBEIX MC, a Taioke NpUMEHSIeMbIX B HUX HH(OPMAIFHOHHBIX
TeXHOJIOTHt 1 ocobenHocTel GyHkinonuposanus, B VIC yupexaeHuH MOryT ObITh
aKTyalLHb! cyrejyromue yrpossl oesonacuocty MCTTIH:

YBH.3 Yrpo3za aganu3a KpUnTorpapuIecKux ajifoOpUTMOB U UX Pealli3alliH;

YBWM.4 Yrpoza annapatHoro copoca napois BIOS;
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YBW.6 Yrpo3a BHeApeHHs KOAa WK JaHHLIX;

YBW.7 Yrpo3za Bo3jeHCTBUS Ha [IPOTPaMMBl C BBICOKMMH IPUBHIIETIHIMH;

YBI.8 Yrposa BoccTaHOBNIEHUs! ayTeHTH(GUKAITMOHHON HH(POPMALIHY;

YBH.9 Yrposa BoccTaHOBIEHUS! PpeABIAYINeH ya3puMoi Bepeun BIOS;

VBH.12 VYrposa HecTpyKTHBHOTO W3MEHEHHS KOHQHIYpalHH/Cpels
OKPY>KEHUS IIPOTPaMM;

YBU.13 Vrpoza J[eCTPYKTHBHOI'O WCITONB30BAHHUA JIEKIapHPOBAHHOTO
dbyukuunonana BIOS;

YbBI.14 VYrposa [IUTENBHOIO YAEPKaHHA BBRIUWCIHTENBHBIX PECYpPCOB
[10J1b30BATEIISIMH;

VEU. 15 Vrposza pmoctyma K 3aluinaeMbiM (paiimam ¢ HCIIONBE30BAHHMEM
00X0HOrO HyTH;

VBHW. 16 VYrpoza moctyma K JokanbHbBIM (pailiiaM cepBepa IpH [TOMOILH
URL;

VBH. 17 Yrposa gocryna/niepexsara/msmenenuss HTTP cookies;

VBU. 18 Yrposa 3arpy3ky HEIUTaTHOH OIepalOHHON CHCTEMEBL,

YBEU. 19 Yrposa zapaxenus DNS-keina;

VBEN.22 Yrpoza n30BITOYHOIO BRIACIEHMS ONIEPaTHBHOH ITaMATH;

VBEW.23 Vrposza n3MEHEHUS] KOMITOHEHTOB CHCTEMBI;

YBI.26 Yrpoza uckaxeuus XML-cxemsr,

YBM.27 Yrposa HCKayKeHUs] BBOIMMOH M BBIBOMMMON Ha Nepudepuiinble
YCTpOHCTBA HHPOPMALIUY;

VBHM.28 VYrpoza WUCNONB30BAHMS aAJFTePHATHBHBIX IIyTeH [JocCTyna K
pecypca;

YBWU.30  VYrposza  ucnonp3oBaHds  wHOGOpPMAlWK  HIASHTHOHKALMH/
ayTeHTH(PUKAIMHY, 38/IJaHHON 110 YMOJTYaHUIO;

YBI.31 Yrposa ucrnoib30Balns MEXaHU3MOB ABTOPU3ALHH JUIS TTOBEILICHMS
PUBHIIETHH;

YEW.32 Yrpo3a UCIonb30BaHus NOAANbHEIX [HppoBeIx rogmucel BIOS;

YBW.33 Vrposza HCHONB30BaHHA cabocTed KOAHPOBaHHs BXOMHBIX
JAHHBIX;

VBM.34 Vrpoza wucnonssoBaHus ciabocTeil  [POTOKOJIOB  CETEBOro/
AOKaNBHOrO 0OMEHa JTaHHBIMMU;

YEM.36 Yrpo3a UCCIeOBaHUS MEXAHH3MOB Pa0OThI TPOrpaMMEl;

VBU.37 Yrposa uccireToBanus MPHUIKEHU Yepe3 oTUETH 00 omnbrax;

YEM.39 VYrpoza wucuepriaHusl 3ariaca KiroueH, HeoOXOZUMBIX I
obHosnenus BIOS;

YBEH.41 ¥Yrposa MekcaliTOBOTO CKPUITTHHTA;

YbW.42 Yrposza MexcaiTOBOW MNOJIEIKHE 3a1Ipoca;

YBEH.45 Yrposa napyluieHus U30ia8L1ur cpeisl uerionnenus BIOS;

YBWM.49 Yrpo3a sapylIeHNs LENOCTHOCTH JAHHEIX Kellla;

YBH.51 VYrpoza HEBO3MOXXHOCTH BOCCTAHOBJEHMSI CecCHMM paboTel Ha
[TOBM mnpu BEIBOJE M3 TPOMEKYTOUHBIX COCTOSHUN MUTAHUS;
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YBI.53 VYrposa HEBO3MOXKHOCTH YIPABJICGHMs TpaBaMM I0Jb30Batesel
BIOS;

YBIM.59 ¥Yrpoza HEKOHTPOIMPYEMOTO poOCTa YHC/a 3ape3epPBUPOBAHHBIX
BLIUMCAUTEIBHBIX PECYPCOB;

VBH.62 VYrposza HEKOPPEKTHOIO HCIONL30BAHMS IIPO3PAaYHOr0 IIPOKCH-
cepBepa 3a CUET rIaruHoB Opaysepa;

VBU.63  Vrposa  HEKOPPEKTHOrO  HCIIONb30BaHus  (QYHKIHOHa@
NpOrpaMMHOro 00eceUeHHus;

YBW.67 VYrposa HeNpaBOMEPHOrO O3HAKOMJIEGHHA ¢  3alluIHaeMoi
uHpOopMaLUeH;

YBU.68  Yrposa  HernpaBOMEPHOIO/HEKOPPEKTHOTO  HCIOJIE30BaHHS
wHTepdeiica B3auMOACHCTBHS C IIPUIIOIKEHHEM,

YBU.69 VYrpoza HempaBOMepHBIX  HOEHCTBHH B  KaHanax  CBs3H,
YEU. 71  Yrposa HECaHKIMOHHPOBAHHOIO  BOCCTAHOBIGHHMA  YAANEHHON
3anFaeMon HH(OpMalK;

YBU.72 Yrpoza HeCaHKIMOHHPOBAHHOTO BBIKIIOYEHHS MIM 00Xoja
MEeXaHW3Ma 3alThl oT 3amucu B BIOS;

YBI.74 Yrpo3a HECAHKIIMOHMPOBAHHOTO HOCTYNA K ayTEHTH(PUKAIMOHHON
UH(OpMALIHY;

YBEU.86 Yrpo3a HECAHKIIMOHHPOBAHHOTO H3MEHEHHS ay TEHTHOUKAIIMOHHOH
uH(pOpMAalnH;

VBEWU.87 VYrpoza HeCcaHKLHOHHPOBAHHOTO HMCIIOAL30BAHMS NPHBHICFHPOBAHHBIX
dyaxuunit BIOS;

VBM.88 Vrposa HecaHKIMOHMPOBAHHOrO KONHMPOBAHHA 3aLIKIIAEMOH
HH(pOpMaL 1y,

YBM.89 Yrpos3a HecaHKIHOHUPOBAHHOIO PEIaKTHPOBAHMS PEeecTpa;

VBEM.90 Vrposza HeCaHKIMOHHPOBAHHOIO CO3J@HHs YYETHOH 3aflHCH
TTOJB30BATELS;

VBM.91 VYrposa  HeCaHKIWOHHPOBAHHOTO  yHaleHHs  3allMilaeMon
uHpOpMaLIHY;

YBEU.93 Vrpo3a HeCaHKIIMOHHPOBAHHOTO YIIPaBieHUs 0yhepon;

YBH.94 VYrpoza HeCAaHKIHOHUPOBAHHOIO YIPAaBASHWS CHHXPOHHW3AIMEeH U
COCTOSIHHEM;

YBW.95 Yrposa HecaHKUHMOHHPOBAHHOIO YIIPABIECHHS YKa3aTCIAMHU,

YBUM.98 VYrposa obOHapyKeHuss OTKPBITBIX IOPTOB H HMAEHTH()MKALHY
[IPUBSIBAHHBIX K HEMY CETEBBIX CILyKD;

YBEHN.99 Yrpoza oOHapyKEeHHS XOCTOB;

YBU. 100 Vrpoza o0xoga HEKOPPEKTHO HACTPOSHHBIX MEXaHHU3MOB
ayTeHTH(UKALKY;

YBU.102 Vrposa orocpeloBaHHOTO YIPaBIeHHs IPYIIION IPOrpaMM 4epes
COBMECTHO HUCIIONB3yeMbIE NaHHBIE;

VBWM.103 Yrposa onpefeneHus TUIIOB 00BEKTOB 31U TEL,

YBH. 104 Yrposa onpeeleHus TOIOIOIUH BEIYMCIHTENBHON CETH,;

VYEW. 107 Yrpoza OTIUTIOUEeHUST KOHTPOJIBHEIX TaTUYHKOB,;
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VEW.109 Yrpo3sa nepebopa BceX HACTPOEK U NapaMeTpOB NMPUIIOKEHHS,

YBH. 111 Yrposa nepesayy JaHHBIX 10 CKPBITEIM KaHaIaM;

YBH.113 Vrposza mepesarpy3kd anmapaTHBIX H IIPOrpaMMHO-armapaTHbIX
CPEeICTB BEIYHCAUTENHPHON TEXHHKH;

VEBH. 114 Yrpoza nepernosHeHus HeIoUHCIeHHBIX IIEpeMeHHbIX;

VBH. 115 Vrpoza nepexpara BBOJMMOM K BBIBOAMMON Ha mepudepuiinble
ycTpoHcTsa HHGopManu;

VBHM.116 Yrposa repexpaTa JaHHBIX, [1€PEJABACGMBbIX 110 BBIUMCIHTEILHOM
CEeTH;

YBH. 117 Yrposza riepexsara IpHBHIETHPOBAHHOIO [TIOTOKA;

VYbBHU. 118 Yrposa nepexsarta IIPHBHIIETHPOBAHHOTO MTPOLIECCa,;

YEW.121 Yrpo3sa rospexieHnss CHCTEMHOTO pPeecTpa;

YBHW.122 Yrpo3a NOBBILIEHHS ITPUBHIIETHI;

YBW.123 Vrposza nogbopa naposst BIOS;

YBEW.124 Yrposa nojueske 3arnucel! xypHata perucTpaluy CoOBITHHA,

YBU.127 Yrposza noaMeHbI ACHCTRES I10IB30BATENs] IIyTéM o0Mana;

YBEUW.1 28 Yrpo3a noaMeHE! JOBEPEHHOIO II0JIL30BATEIS;

YBEHW.129 Vrposa roaMeHbl pe3epBHOM KOIUH [POrpaMMHOro o0ecIedeHus
BIOS;

YBH.130 Yrpo3a noaMeHb! COAEPYKIUMOr0 CETEBBIX PECYPCOB;

VEH. 131 Yrpoza noamenst cyOpeKkTa ceTeBOr0 LOCTYIIa,

YBK.132 Yrposza nonydenus IpeapapurensHoil uHGopMammu ob obbexre
3allATEI;

YBH. 139 Yrpoza npeogolieHus PU3HUECKOH 3a1{UTHI;

YBK.140 VYrpoza mnpuBejeHUS CHCTEMbl B COCTOAHHE «OTKa3 B
o0CIyKMBaHHUY;

YBI.143 VYrpoza nporpaMMHOIO BBIBEICHHs U3 CTPOSl CPEACTB XPAHEHHs,
00padoTKy 1 (MIIM) BBOJA/BEIBOIA/TIEPENAYH HH(POPMAIUH;

YBU.144 Vrposa nporpammuoro cbpoca napons BIOS;

YBH.145 VYrposza mnponycka IIPOBEPKH LEIOCTHOCTH IIPOTPAMMHOTO
oOecre4yeHHs;

YEW.149 Vrposa cbos oOpaborky crieiyalbHBIM 00pa3oM W3MEHEHHBIX
(paiinos;

YEW.152 Yrposa ynaneHus ayTeHTH(UKAITHOHHON HH(OpMaLIHK;

YbBHM.153 VYrposa ycuneHHs BO3ACHCTBHSA Ha BBMMUCIHTEILHBIE PECYPCBI
rioJip30Barenell Mpy MOMOIIH CTOPOHHUX CEPBEPOB;

YBU.154 Yrposa ycTaHOBKH YSI3BUMBIX BEpCHH 00OHOBIEHHUS IIPOrPaMMHOr0
obecneyenus BIOS;

YBU.155 Yrpoza yTpaThl BEIUUCIHTEILHBIX PECYPCOB;

YBU.156 Yrpoza yrparst HocuTenel nH(opMaliy;

YBU.157 Yrposza (puU3M9eCKOr0 BBIBEIEHUS U3 CTPOSl CPEJACTB XPaHeHU:,
obpabdoTky ¥ (MnK) BBOAA/BEIBOAA/TIEpeadH UH(POPMAIIHH;

YBN.1 5 8 Yrposa dopmaruposanust HocUTeled HHQOPMaLnu;

YBI.159 ¥Yrpoza «popcupoBanHoro sed-0pay3uuray;
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YBH.160 VYrposa XHINEHWUs CpelcTB XpaHeHus, oOpadoTku U (WaIH)
BBO/IA/BRIBOAA/TIEpenayr HHQOPMAaLUK;

YBEH.162 YTpo3sa sxciulyatalliy HHPPOBOH HOANKUCH IPOTPAMMHOTO KOJIa;

VBH.163 Yrposa nepexsara HCKIIOUEHUS/CUTHANA U3 NPHBUIEIHPOBAHHOTO
Gnoxa QyHKIMH;

YBM.167  VYrposa  3apaxkeHus  KOMIBIOTEpa  [pH  ITOCELUeHHH
HebnarodaéXHbIX caliToOB;

YBU.168 Yrposza «Kpakn» YIETHOH 3alUCH SOCTYIIA K CETEBEIM CEPBHCaM,

VBEU.170 Yrposa HenpaBoMepHOro uiu(pposanus HH(QOpMaLKH;

YBH.171 Yrpo3a cKpeITHOTO BKIIOYEHHS BEIYHUCAHTEIRHOINC YCTPOWCTBA B
cocTar DOT-CeTH;

YEHW.172 Yrpo3sa pacipocTpaHeHHs «IIOYTOBBIX YEPBEH»;

YEU.173 Yrpoza «cnama» Bebd-ceprepa;

YBH.174 Yrposza «phapMHHTa»;

YBU.175 Yrposa «huimHray,

VYBU.176 VYrposza HapylCHHS TEXHOJIOIHYECKOTO/IIPOU3BOACTBEHHOIO
nporecca W3-3a BpeMeHHBIX 3aJlepkeK, BHOCHMBIX CPEACTBOM 3allUTHI;

YBH.177 VYrpos3a HenoaTBepXIEHHOTO BBOJaZ JNaHHBLIX OIEpaTopoM B
CUCTEMY, CBSI3aHHYIO ¢ 0@3011aCHOCTLIO;

YbU.178 VYrpos3a HecaHKUIHMOHMPOBAHHOIO HCIOJAL30BAHUS CHCTEMHBIX U
CETEBBIX YTHIIMT;

VYBU.179 VYrposza HecaHKUHOHHPOBAHHOW MOIU(DHKALMHK 3aLUIIaeMON
WH(POPMALINY;

VBUM.180 Vrposza orkasa TOICHCTEMB! 00ECHEYEeHHs TeMITepaTypHOro
pexnMa;

YBM.181 VYrposa riepexpara OJHOPa3OBBIX NapoNiel B PEKHME PEaNbHOTO
BPEMEHH;

YBH.182 Yrposa ¢pusnueckoro ycrapebaHus annapaTHbiX KOMIIOHEHTOR,

YBH.183 VYrposa mnepexsara yIpaBlIeHHs aBTOMAaTH3MPOBAHHOM CHCTEMOH
YIPaBIEeHH TEXHOIOTHYECKUMU IPOLIECCAMH,

YBH.185 VYrposza HecaHKUMOHHPOBAHHOIO H3MEHEHHS IapaMeTPOB
HAaCTPOWMKH CPECTRB 3allMThl HH(POPMALHH;

YBH.186 Yrpo3a BHeApeHuUs BPEAOHOCHOIO KOJa vepes peKiiaMy, CEPBUCH]
U KOHTEHT;

YBU.187 VYrpoza HECAHKIIMOHHPOBAHHOIO BO3JEHCTBHA Ha CPEACTBO
32U TH HHMOPMALIHY;

YBH.189 Yrposa MackKUpOBaHHs NEHCTBHH BPEIOHOCHOIO KOJIa;

YBH.190 VYrpoza BHeOpeHUs BpeIOHOCHOIO KOoja 3a CUeT MOCeLleHHs
33pA’KEHHBIX CalTOB B ceTH MHTEepHET,

YBU.191 Vrposza BHeapeHHs BpPeIOHOCHOTO KOja B AHCTPUOYTUB
[POrpaMMHOro 00eCeueHus;

YBH.192 VYrposza WCIIONB30BAHUS YS3BUMBIX BEPCHH NpOrpaMMHOro
obecreyeHus;
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VYB.193 Vrposa yreuky WHOOPMALMK 38 CUET IPHMEHEHHS BPEJIOHOCHBIM
[IPOTrPAMMHBIM 00ecTIedeHHeM alrOPHTMOB MM pPoBaHus TpaduKa;

VBU.197 Vrpoza XulUeHHs ayTeHTH(QHUKAOMOHHOH HHOOPMANMH M3
BpeMeHHBIX (hafinos cookie;

VBI.198 VYrposa CKpBITHOW pErHcTpauyi BPeJOHOCHOH IIPOrpaMMHOM
YHUETHBIX 3auced a(MAHUCTPATOPOB,;

VYBI.201 Yrposza yTeuku NOAL30BATENBCKUX NAHHBIX TIPH HMCIIOIb30OBAHNH
GYHKOHH ABTOMATHYECKOrO 3AllONHEHHUs AyTeHTH(QUKAUMOHHOW HH(popMalni B
Gpaysepe;

YB.203 VYrpoza yTeukd HH(QOpMaLMKA C He MOAKIMOUEHHBIX K CETH
HNHTEepHET KOMIIBIOTEPOB;

YBMN.204 VYrpoza HECAHKIMOHMPOBAHHOIO M3MEHEHHS BPENOHOCHOH
MporpamMMoi  3HAYeHHH  I1apaMeTpoB  MPOrPaMMHpPYEMBIX  JIOTHYCCKHX
KOHTPOJLIEPOB;

YBEM.205 VYrposa napyliedus paGoThi KOMIBIOTEpa H OJOKHPOBAHHS
JOCTYIIa K €ro [MAaHHBIM H3-32 HEKOPPEKTHOH paboThl yCTAHOBNCHHBIX Ha HEM
CPEe/CTB 3allUThI.

26. YrpozaMu Ge301macHOCTH MEPCOHATBHEIX TaHHEIX TpH ux 0bpaboTke ¢
ucrnonszoBanneM CK3U sBrsrorest:

4. co3gaHue criocoboB, MOATOTOBKA W IIPOBeAeHHe arak 0e3 rpuBiIeYeHHs
CIIeLHATHCTOB B o0nactu pazpaborku u ananuza CK3L;

6. cozmaHMe crocobOB, TTOATOTOBKA M IPOBEACHME ATAK Ha Pas/IMIHBIX
yrarmax oxusHenHoro mukima CKB3W. K srtamam xmssennoro nukna CK3HM
oTHocsATCs: paspadorka (MOJEPHH3AIMNA) YKa3aHHBIX CPENCTB, MX MPOU3BOACTBO,
XpaHeHHe, TPAHCIIOPTHPOBKA, BBOJ B SKCILTyaTalHo (IyCKOHANa 04 Hble paGoTsL),
DKCILTyaTalns;

B. IPOBEJEHHE aTakM, HaXoJsiCh BHE IIPOCTPAHCTBA, B MPE/eNax KOTOPOro
OCYIECTBIIETCS KOHTPONb 32 mNpeOpBarneM U JeHcTBAAMH Juil d  (¥iH)
TPAHCIOPTHEIX ~ CPEeACTB  (Janee -  KOHTponmpyemas 30Ha). ['pammiel
KOHTPONHPYEMOI 30HBI MOXKET OBbITh: IIePUMETp OXPaHseMOH TepPUTOpPUH
VUPEXNKICHHSA, OrPaXIAfOIAe KOHCTPYKIMU OXPaHSEMOro 3JaHMsd, OXpaHsIeMOH
YACTH 3[AHMsI, BEIENEHHOTO NNOMENIEHHS,

I. TpoBeAEHME HA Jramax pa3paboTkH (MOJEPHM3AIUH), IPOU3BOJICTEA,
xpanenus, Tpaucnoptuposku CK3W m srame BBoja B akcmiyaraiuio CK3M
(nyckoHanaqoYHbIe paboTh) CICAYIOUIMX aTaK: BHECEHUES HEeCaHKIMOHUPOBAHHBIX
uameHenuil B CK3M u (unu) B KOMIIOHEHTHl AaNNapPaTHBEIX M OPOrpPaMMHBIX
CpejIcTB, COBMECTHO ¢ KOTOpbIME wTatHo  (yHKiumonupywor CK3M, B
COBOKYITHOCTHM [pejcTaBistomye cpejy ¢yHkunonuponanus CK3H, xoropsie
CrIoCcOOHD! MOBNUATE Ha BRINONHEHUE Mpeabipissembix K CK3M Tpebosanmii, B ToM
YHCJIE ¢ UCIIOB30BAHUEM BPEIOHOCHBIX IIPOTPaMM,

I. mpoBedeHue arak Ha sTame skcmyarauun CK3K Ha: mepconalibHBIe
[aHHBIE; KIIOUEBYIO, ayTeHTHQUIHPYIONYIo U maponsHyo uH(opmanmo CK3M;
nporpamMmubie  koMrnoHeHTtsl CK3M; ammaparHeie  KOMIIOHEHTSI CK3H;
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rmporpaMMHubie komronenTsl C®D, Bkmtouas rporpammHoe obecrieuenume BIOS;
anmnaparhbie KoMioHeHTsl CO;naHHble, NepenaBaeMble IO KaHajlaM CBSI3H;

e. IOJlyueHHe M3 HaXONAIMXCcd B CBOOONHOM JOCTYINe HCTOYHHKOB
(BKIII04as HH(QOPMAIHOHHO-TEICKOMMYHUKAI[MOHHEIE CETH, JOCTYIT K KOTOPBIM He
OrpaHM4¥eH OIpPEACIEHHEIM KPyroM IHI, B TOM YHCIe HH(POPMAIIOHHO--
TeleKOMMYHHKaIHORHYI0 ceTh «MnTepHeT») mudopmamym o6 HMC, B xoTopoiH
nernonszyercs CK3M. Tlpu aToM MosxeT GBITh TTONTydeHa CeyoIas HHHOPMALIHsL:
obwmue ceepeHus o6 MC, B xoropoli ucrons3yercst CK3M (Haznauenue, cocras,
OTIepaTop, 00BEKTEL, B KOTOPBIX pa3MeLeHE! pecypChl C);
cBefleHuss 00 MH(DOPMAIMOHHBIX TeXHOJOIMsX, Oasax pammelx, AC, I10,
ucrronszyemsix B MIC cosmectro ¢ CK3M, 3a wHckmrodeHWEM CBEACHHI,
COMEPIKALLMXCS TOJNBKO B KOHCTPYKTOPCKOH JOKYMEHTAllMK Ha MH(POPMAIIMOHHbIE
texHogoruy, 6a3pl aanubix, AC, IO, ncnomesyemsie B8 FIC coBmectno ¢ CK3H;
cojlepXkaHne HaxomAllehcs B cB0OOIHOM JOCTYIE JOKYMEHTAIIMH Ha alllapaTHeIe
u mporpammusie koMmorents: CK3UM u CD; obume cellends O 3allHIIACMOU
MHPOPMAIMK, HWCIIOIB3yeMoli B mpouecce skcrmyarauumu CK3Micsenenus o
KaHajiaxX CBI3M, IO KOTOpPLIM IepernaroTcs zamuiuaemsle CK3M nepcodalipHbie
AanHble (janee - KaHal CBSA3M);

K. IPUMEHEHUE HAXOMSILINXCS B CBOOOIHOM JIOCTYIIE MK MCIIOTB3YEMBIX 32
nmpenenamu  koHTponupyemoil 3oubl AC wu IO, Bxmoyas anmapaTHbIE H
riporpammubie KomroneHTsl CK3W u CO;

3. IOJIydeHrde B paMKaX [PelOoCTaBIEHHBEIX IIOJHOMOYMH, & TakXe B
pesynprare HAOMIOACHUH cnenyoouei mHGOOPMALIUU:
cpeJeHui 0 (DU3NYECKWX Mepax 3alluThi OOBEKTOB, B KOTOPBIX pa3MelleHbl
pecypcel MIC; cBemeHw# 0 Mepax IO ODECHEUEHHIO KOHTPOIHPYEMOH 30HBI
06BeKTOB, B KOTOPBIX pasMelleHsr pecypckl HMC, cBemenuwdi 0 Mepax 10
pasrpaHMyYeHMIO JOCTYIA B TOMEINEHHs, B KOTOphIx Haxogarcs CBT, Ha KOTOpBIX
peannzoBanbl CK3W u CD;

W.  HUCIIONL30OBAHME  IOTATHBIX  CPEACTB, OIpaHM4YeHHOe  MEpPaMHy,
peanusoBanueiMu B VIC, B xotopo#t ucnonesyercs CK3M, u HanpaB/ieHHBIMH Ha
MpefOTBPAILIEHNE U [IPECCHEHHE HECAHKIIMOHUPOBaHHEIX JIEHCTBHH.



